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PURPOSE

Styreriie Performance Materials Limited (referred as SPML or ‘the Co’nparty) recognizes information

zs a criticl business asset. The Company’s ability to operate competitively in global markets and meet

zllitsstaketmoldersevolvintg requiremmmemnts depemmdintg on the ability to armsure thatconfidentiality. integrity

&availability oF its information is protected through pertinent security cor,tros and proactive measures.

Cyber Security Policy (“the Policy”) provides an integrated set of protection measures that must be

uniformly applied acl’ost the Company to ensLire a secLired operating environment for its business

operat’ons. CListomer Information, organizational ‘“Formation, supportn’lo IT systems. processes and

people that are generating, storing, and retrieving information are iinpoant assets of the Company.

The availability, integrity and confidentiality of information are essential in hoildinq and maintaining

competitive edge, cash flow. profitabIity. legal compliance. and respetted company Fmage

Thc Policy addresses (he information security requirements of;

• Corrtiderrtiality: Protecting sertsiLive information From disclosur’e to unauthorized individuals or systems.

• Integrity: Safeguardinng the accuracy, completeness, and timeliness of inlonmation.

• Availatrility; Ensuring that infnrmatinn and vital snrvices are accessible to autlnorized users whenn.

required.

SCOPE

The policy applies to all stait, assignees and contractors that provide seivites to the Company and is an

integral part of the Sl’M Ls Business Code of Conduct.

The, policy covers the security ol information systems ard data netwnrks nwnnd or used by tire

Companny as well as the intormatiori ttnat is stored. trannsrm,itted. or processed by tlnose systems.

The pnlicy does not rover issues related to general physical and building security. It covers. lnowever.

physical security as pnc ts ot buildings or parts ot h Lu I din gs that directly affect the security olin For mati on

uwnned hy the Cnrnp,9ny.
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1. POLICY FRAMEWORK

This policy is intended ID help the user to isieke tIle best use of the compute.r resources at rhe.ir

disposal, while minimizi.9g the ejber se.eurity risks, Tho Lise.r should understand the following:

• Thcyarc indivdiially responsible for protec[i:ig tile equiprllerlt. software, and irItorma[ioil to whrch they

frave access. Secjrity is everyone’s responsibility.

• ldc.ntifywhich data is isoo-public. whicn includes company confidential data. chent data and personal

data as further aescribed below. II [he user does not know or is not sui’e. then they must check with

their iriirrediete superior. Even Ltoccj’l the user canno: touch it, information is an asset, solllet,mes

a priceless asset.

• Use t’m resources made available only for the heiefit of tIle Company.

• They are accoLiltable or who: they do on the system.

• They shoLiW protect equilsm.e9t from loss & theft.

• only store company data Ort encrypted devices.

• They should not copy or store the Company’s data on extercal devices or L;naJt.9orized external

locations Krncluclrscj cloud-based seiices wi:ls ore not company approved sewicesl. Contact IT for

the best solution for secured file transfe rwhe9 it is required.

• They should not bypass established network and internet access connection rules.

They should not bypass or uninstsi virus protection or hrewall software.

• They should not rhanqe or install aIry u,iautfrorized software or browser plug-iris’.

• Ifthey become aware of a potential or actual SecLirity Incident therr [fley must report the incident as

soon as possible.

2. POLICY CONTENT

2.1 Data Protection

SPML takes the protectio. of personal data scriouslyand the security rrreasures set forth in tfris pulicy

are esserrfial to erraure tIre data protection standards are met.

P:iuc 4°f
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2.2 System Access Policy

Accsss to information arid systems iii the possession oC or under the control of the Company mLlst

be provided based on a least privilege, riced to know basis. All the Cornpsny’s computers must be

protected by a p proved p as sword - U as e d access co nt rd systeilis. M nit i-factor authentication for

remote access to corporate arid prodocLiorn networks by employees, administrators and third parties

shall be irrip[e’nented where available. rise following rules must be inaintaii,ecl for managing user access

rights:

• User registration: approving and granting access rights to osers on a need foknow basis.

Privilege rnartsgeriierit: Clear hiers rchies must be determined for each system and each hierarchy must
be formally approved.

• User management: As above. eath system must have clear procedures for approval and mcttnod

of granting access to that system. ProcedLires most egist for cccli system for both joincrs, movcrr

and leavers, with audit trails.

• User acccss rights are sohjccf to periodic reviews.

• Inactive user accoonts must be disable alter 45 clays.

2.3 User Authentication Standard *,j*.:.a::

• Users will be forced to change their passwords dLiring the first log on and at 6Qday intervals.

• Passwords shall not lie displayed or transmitted in clear text and shall be suitably protected

v’aapproved cryptographic solutions. Passwords shall be stored in an encrypted format. A history

of passwords shall be maintained to prevent the re.Lise of passwords. A maximum of six soccessive

login failores shall result in account lockout Lintil an administrator onlocks it. Detaolt accounts

shat be disabled and / or defaolt passwords associated with such accoonts shall he changed.

2 4 Ac,tab le Use Policy

Corporate l’t resources nay only be osed for SPMUs hosincss related porposes.

Ernoit Ucoge

[mail isa hosiness communication tootwhich all the employees are rcqoested to ose in a responsible,

effective, and lawful manner.
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li?t@cn Pt Usage

The Company provides Internet octets to all sta5 to assist them n cwrying out their duties such as lookiiiq

Lip •cletails about suppliers. products, accessing govornmental infoiir,aton and other work

related iiifcirmrt,on. Occ:asorial and limited personal use of ttielnterrieL is perrtiitLeii it such use does not:

• Interfere with work pedorreance & productivity.

• Include dovlrtlo1dirtg or distribuLion of large files.

• Have negative inipac: on the 1terfo,nsnce of SPMC5 IT Systems.

Wttert using InLernet access facilities, the user should comply wile the tollowir’g c delines:

• Persnnal use of Internet must he <ept tea minimiJrn.

• Ctsec.k that ally inlortnalion used (rote the lnlertle is accurate. complele. and current.

• Resoect the legal protections of data. sctvva re. copyright, and licenses.

• Immediately inform th.e Security team in case of ally unusual occurrer.ce.

• Do not dowcloacl or transmit text or ‘mages which contain any software material at obscene.
threatening, racist or eatneme political nature or which incites violence. hatred, or any illegal

activity

• Do not use the company’s c.eL.il,moist to make tiiiamhoqzed access to any other computer or network,

The Company mserves the right to inspect and erase podahle media that is used on its network.

Poi Ioble Mesliu

• The use of ponable eseclie is not perm’tted.

• The invenped puipose is to protect customer and company information from being transferred via
unauthorized means

• Do not use the company’s equipment to make unauthorized access to any othor computer or nctwor<

• PorLable Media will be permitted in case ofbusiiiess requ:remeit only atterthe Aporoval.

2,5 Remote Access and flectronic ComnlunicMion

Frequently misers will he requi’ed to arcess the Group’s Information systems from outside the office,

‘or example travellitty c:orisultarits attd / or enipluyeeswurkitig its Sales/ Business Solutions.

Ill
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For rerriote access to the Corporate IT Infrastructure resources only the officially supponed and approved

faciliiies by the internal IT department are to be used (i.e., SPML Secure Access Portal). The associated

security policies must be pplied.

Online Communication within SPML offices to all esternal party may only use the Compans approved

communication channels. Personal internet connections orconnectivitydev!ces le.g., Lisilig personal data

modems and Mobile Hoispot connections, remote access connections, persoilal VPNs etc,l are strictly

prohibited.

2.6 ges and C

The Company recognizes chat change isa necessary process in order that we tan maintain, protect, and

en1,a’,ce sen,ices provided to clients, however uncontrolled cliaiige can create significant security risks

for the Company.

The Company also recognizes that there are different types of change.. therefore, an efficinnt change

management process most he implemented to handle those dfforcnt types n the most appropriate

manlier

All changes must bc conducted in a controlled and apprnveu way.. in accordance with lie IT Ctnannge

Manaqesniennt Standard and IT System Cnnnfiguration StarLdtard. Systenri ctianiges or re-coninguraLions

of standard IT componants am not allnwnd. Only adnilticins and/ or changes or software corttponlents

be made by users on wnrkstatioris based on c:ustnrnner project requirernnenls.

The following systoni changos are strictly prohibited.

lnsrolto born of:

• Unauthorized connectivity devices (e.g., data modems).

• Any component suitable to gain unauthorized access to restricted areas.

• Any other non-standard software or hardware component.

Mergii,g of two networks by physicotly integrnting them on o network i,othL

‘ Disoblinrg virus protectioi,.

2.7 Network & CominJiication Policy

— tncernec Usage

At SPML. a secure n:etwork is critical to the secuniLy of our business:

• External facing networks should be firewalled to an appropriate level.

Fauc 7 uf (I
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• Appropriate controls should be in place at network interfaces.

• WAN sejces should only hr. acquired through rpprovod vendors.

• Ihird-pvty usr.rs shall not connect their cornpulirl devices to the wired or wireless ‘setworkot SPML.

unless authorized.

• The Company’s computers ansI networks may be connected to third party computers or networks

only with expkcit approval after determination that the rombi9ed systems are complied with

conipa nyc se.curity req’Jirements

WrreWs

• PasswordsforgLrest wireless networks should be changed on a regular basis.

• Only approve vireless access points should be used.

• i—-less networks stno,jld always be enncrypted.

2.8 Workstation Security

Wor<statio,,s include laptops end clesktops:

• All wnrkstatinnns stnsuld nave corporate-approved anstivirus software installed and enabled.

• All wnrkstations stno,jld t,ave data loss proteclion solLoane innslalled Kwlsene availabley

• All laptops should ac encrypted.

• Only in stall software fro Os t Ii. ste d sou rca

• Do not allow c,neothorir,ed users to access you rworkstation.

• Take appropriate steps to maintain the, physical security of your workstation.

2S Mobile Device Security

• Mnbi e devices capable of accessing the Company’s inafonns,ationa snaIl bee-olled in the company
\ohite Device Management Solution.

• In the event of the loss of a mobile device or c,nac,thorized across to a mobile device, the c,scr should

contact the local IT team ond ropnrt thn Security Incidont to tho tn,tnrmation Se’:urityTeann.

210 Brfng your Own Device
Poac 8 ol ‘0
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• Only SF ML owned devices are con side red trusted ansi Ca fl be connected directly to I lie Corn pa ny s Local
Area Network (LAM. All non-SPMI. owned devices are by doteult considered as untrusted.

• UntrL.sted devices must never be connected directly to SPML Internal network, neither through a
network cable connection ins the office, nor [[‘rough tIne Employee wireless reLwork.

• Untrusted {non-SPML owr,edl devices are only allowed to use Visitor neLwork access wtnile in office.
Employees personai devices are ‘lot allowed to be cor•.nected to the Conlpanys corporate

rnetwork.

2.11 Encryption
.,

• Encryption is required to be used to piotect Connpsniy non-public Information, from being disclosed to
unauthorized parties.

• All personnel ape responsible for assessing lie corlfidentpality level of data being sent or residing on

the devices they use. If data is nion-publnc. all the employees are responsible to comply with
the Encryption StandarcL

2 12 Security Waivers n

Security Policies annd Standards are developed to provide tIne company with a set of rules to [nelp

meet certain, organizational objectives. Fronil time to tinile there will be a need to considera time-linl,ited

waiver for exceptions to policy, these will only be considered tlnnougli tile lnnlonnl,ation’ Risk Acceptance

Stand a nd

3, RESPONS1BIL1fl

Styrennix Perfornnannce Materials Limited’s diitai and information systems and all e—mail, voice mail annd

text messages and all other information and data created by trsnsmitted throniud nr stored in ttnese

systems. are and will rentiaiil always tIne exclusive property of the Connpanny.

All tIne employees and external parties as nietinned in policy are respnnsihie to ennsure the cunntidemntiality.

integrity. and availability of the company’s information, assets.

3_I All staff

All staff are responsible for information, security and therefore must understand arnd comply with this

polity and associated guidance. Failure to do so may result in disciplinary action. All staff should

unerstand:

What informatnon they are using, how it should be used, stored, annd transferred in terms of data
security.

[‘:15,1,’ of 10
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4. PERIODICREVIEW

— rIte poli’:y shall be esle’..vec c,ery three yeats at of thu tniu of any mo/or change i,

existing if envUo,Jn,e,pt affuctaag policy and ptocediitus.

— TIle polICy shall also b ryIesed 10 .l.,0. IC 1F3 .llIOrlrllerIF Ft. [lie l:.,.rsIIe needs. eer,d ‘.IIII r;,

landscape &all applicslle e]c.laFor reqc.IIenl€1r: and I.It’ rc’-ISIon sholl I.,rernnr,lnIC.iied t all

CO ricer lie Cl

5. RFACHOFPOLICV

Breach of this Policy will bc ljno cQr,’[Icly and niiy res,ll[ In [le.IplIr I,,rv ictIorri 1(1 C’ I1’arrrllty ;,1ih ihe

legal and rnntrrctual :ramewlirk I ludIrI [errnIrIa[IurI OF errplcv’’IeIIt Ar1y 05cr (II rea,rJIrIcj lIre rules

set out in this°oiicy urirl applicable lo-s wIll be rully liable a1rJ Ole ColIlpallywill slI ssooa[e icself 110111

the user as Taras legal’y possible-All bleadlesoYchis pollus Irlust be Iep’IFe(l 10 the IeslsetFI-e M-an-ager

/Directoi5or appropriate action. All secc’rIFv IIIc,(leFy,v iclIcI atc.jl ‘Jr eIIsp’ed Int he repnrled

as s 001’ as possible.

6, AMENDMENTS

Amendr’ieits frown time to tine to the Policy, irony. she’l be onc;de,f by th Bn.ird oF Directors of the

Coesisolly Any amcndments in the opplirrhln Law, IncludIng any cIJrIFI. [lulls / clrcuLars of relevarli

regulator, if mandatory. shall be. read irrtcl this pof1cy ,uch rhar the pulIy shall a’Jto;IIa[Ically reflect

the

conferrirrlirar!eIILis applicabl e so St tile LirIle of its ‘mp!er,IerIFatIoFa rl1e .nmpall.,. leserves the right

[ci rrrradity iflic policy aL any time.

‘as’ 10


